
 

 
 

 
 
SUBMITTED VIA WEB FORM TO: https://www.esma.europa.eu/ 
 
To whom it may concern,  

 
Re: European Securities & Markets Authority (ESMA) Consultation Paper on draft 

technical standards and guidelines specifying certain requirements 
of the Markets in Crypto Assets Regulation (MiCA) on detection and 

prevention of market abuse, investor protection and operational resilience 
– third consultation paper 

 
About Global Digital Finance (GDF) 
GDF is the leading global members association advocating and accelerating the adoption of 
best practices for crypto and digital assets. GDF’s mission is to promote and facilitate greater 
adoption of market standards for digital assets through the development of best practices and 
governance standards by convening industry, policymakers, and regulators. 
  
The input to this response has been curated through a series of member discussions and 
roundtables, and GDF is grateful to its members who have taken part.  
 
As always, GDF remains at your disposal for any further questions or clarifications you may 
have, and we would welcome a meeting with you to further discuss these matters in more 
detail with our members.  
 
Yours faithfully,  
Elise Soucie - Director of Global Policy & Regulatory Affairs - GDF 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

Response to the Consultation Report: Executive Summary 
 
GDF convened its Markets in Crypto-



 

neither proportionate, nor appropriate. Requiring firms to have in place continuous monitoring 
of all orders and transactions, regardless of whether they occur on or off a trading platform, is 
neither reasonable nor achievable. This would be equivalent to requiring a traditional retail 
bank to have risk monitoring systems for all activities taking place on the internet upon which 
its banking applications run. Instead of this approach, we would encourage ESMA to focus on 
STOR requirements which highlight how a firm is mitigating risk for their critical business 
services.  
 
2. Further Consideration of Firm Size and Cost of Implementation  
GDF would note that for many firms, especially smaller ones, the requirements proposed 
throughout the Consultation could be resource-intensive and complex. We would reiterate that 
the requirements should be proportionate to both firm size, as well as the scope of their 
activities.  
 
Reporting requirements should be implemented where a firm can reasonably report on 



 



 

Q3: Do you agree with the proposed STOR template as presented in the Annex of the 
RTS? 
GDF members would note that in some cases the STOR proposed template may go beyond 
what firms can reasonably report. The requirement for STORs to include aspects of the 
functioning of the ledger itself, including aspects such as consensus mechanisms, adds another 
layer of complexity which certain firms, depending on their technology stack may not have 
access to.  
 
To require firms to ensure that their monitoring systems can analyse and detect suspicious 
activities related to DLT operations, is in effect to mandate that they have supervision and risk 
management over the whole of the blockchain. GDF members do not believe that this is either 
proportionate, or appropriate. Requiring firms to have in place continuous monitoring of all 
orders and transactions, regardless of whether they occur on or off a trading platform, is neither 
reasonable nor achievable. This would be equivalent to requiring a traditional retail bank to 
have risk monitoring systems for all activities taking place on the internet upon which its 
banking applications run. Instead of this approach, we would encourage ESMA to focus on 
STOR requirements which highlight how a firm is mitigating risk for their critical business 
services. Similar to requirements within traditional financial services, it is crucial for firms to 
have appropriate business continuity planning and risk mitigants in place, and GDF is 
supportive of the principle of the STOR template, subject to the following revisions which 
would either not provide relevant information or would not be achievable for most firms to 
implement: 

• Location (where the behaviour on the DLT occurs) – as the blockchain is located in the 
ether this would be difficult to pinpoint. The IP address of miners/validator nodes could 
be located but would not provide the authorities with the information needed to detect 
and prevent market abuse. 

• Date of Birth 
• Digital Token Identifier (DTI) 
• Legal Entity Identifier (



 

largely irrelevant for distributed ledger technologies due to the decentralised nature of the 
network and the use of IP masking techniques like VPNs. 
 
 
GDF supports a holistic approach to prevention of financial crime and market abuse, yet the 
above requirements go above and beyond what would be relevant for detection and prevention. 
We would encourage the authorities to take a more balance and proportionate approach, 
working with industry to achieve the necessary aims and foster compliance across the 
ecosystem. 
  
Finally, GDF members also feel that 



 



 

Expanding on the above, GDF acknowledges and welcomes that 



 

Yes, GDF is supportive of the approach, however we would also bring ESMA’s attention to 
one specific point in relation to the scope of transfer services.  
  
In MiCA, transfer services are defined as “providing services of transfer, on behalf of a natural 
or legal person, of crypto-assets from one distributed ledger address or account to another”. 
We understand from the extract in bold that the definition of transfer services intends to cover 
two different types of on-chain transfers, depending on the DLT used:  
 

• The reference to distributed ledger “address” is intended to capture blockchain address 
relying on UTXO-based blockchains;  

• The reference to a distributed ledger “account” is intended to capture blockchain 
addresses relying on account-based blockchains.  

 
GDF members note that the intent seems to be from the definition of transfer services contained 
in MiCA that transfer services are intended to cover on-chain transfers facilitated by a CASP 
(i.e., where crypto-assets move from one blockchain address to another.) 
 
GDF members feel that this contrasts with Regulation (EU) 2023/1113 on information 
accompanying transfers of funds and certain crypto-assets (“TFR”) in which transfer services 
are defined in a different manner:  
 
‘transfer of crypto-assets’ means any transaction with the aim of moving crypto-assets from 
one distributed ledger address, crypto-asset account or other device allowing the storage of 
crypto-assets to another, carried out by at least one crypto-asset service provider acting on 
behalf of either an originator or a beneficiary, irrespective of whether the originator and the 
beneficiary are the same person and irrespective of whether the crypto-asset service provider 
of the originator and that of the beneficiary are one and the same; 
 
The transfer definition in TFR contains a reference to “crypto-asset account”, which is further 
defined in TFR as:  
 
‘crypto-asset account’ means an account held by a crypto-asset service provider in the name 
of one or more natural or legal persons and that can be used for the execution of transfers of 
crypto-assets; 
 
GDF members believe that the above definition seems to reference to off-chain accounts 
managed by CASPs and which allow users to interact with digital asset products. TFR therefore 
would then apply to off-chain transfers executed between crypto-asset accounts.  
 
By contrast, the definition of transfer services under MiCA seems to indicate that transfer 
services shall not apply to pure off-chain transfers within the internal systems of a CASP. GDF 
would welcome ESMA clarifying the draft RTS on this point as there seems to be a reference 
to crypto-asset accounts in the text of the draft RTS. In particular, point 19 of the draft RTS 
indicates that:  
 
Crypto-asset service providers should establish, implement, and maintain adequate 
policies and procedures (including appropriate tools) to ensure that, after execution of 
individual transfers for crypto-assets, the crypto-asset service provider provides the client 
with at least the following information: 
● the names of the originator and the beneficiary 



 

● the originator’s distributed ledger address or crypto-asset account number; 
● the beneficiary’s distributed ledger address or crypto-asset account number; 
 
This reference to crypto-



 

Annex 1: Expanded Discussion of Persons Professionally Arranging or Executing 
Transactions (PRAETs) 
While there is no definition of a PPAET in MICA, “MAR defines a PPAET under Article 3(28) 
as “a person professionally engaged in the reception and transmission of orders for, or in the 
execution of transactions in, financial instruments”. As stated in the 

https://www.esma.europa.eu/sites/default/files/library/esma70-145-111_qa_on_mar.pdf


 

must operate within the bounds of the deterministic smart contracts that govern the protocol 
(e.g., block gas limits, block time). For these reasons, the validator will in almost all cases 
propose the block as received by the relay to the network for validation. Assuming the 
validator’s behavior is consistent with this normal standard (contrasted to the exploitative 
activity of unbundling private transactions as highlighted in the recent indictment by the DOJ), 
the validator will not be involved in (re)arranging the pending transactions. Therefore, under 
this part of the definition, the validator should not qualify as a PPAET.   
 
Evaluating the qualification of a Validator as a PPAET under the second part of the definition 
noted above, pertaining to the execution of transactions, hinges upon the explicit definition of 
‘execution’ as it relates to pending transactions evolving into confirmed transactions. In 
traditional finance, the execution of a transaction is performed, typically, by a venue with some 
obligations around execution quality (price, timeliness). On Ethereum, most of those traditional 
obligations have been outsourced to other actors, as noted above. Furthermore, on Ethereum a 
pending transaction included within a block of transactions and proposed to the network by a 
validator is only considered finalized and settled after it has undergone a certain number of 
network confirmations, which occur after the point in time when the validator performs their 
obligations of proposing a block to the network. The likelihood for validators to manipulate 
the market and thus harm users as part of this confirmation process is unlikely, for technical 
and financial reasons.  
 
In many ways, the validator acts similarly to a telecommunications infrastructure provider 
rather than a broker with fiduciary obligations. Here, it is worth pointing out that the FATF and 
IOSCO have qualified stakers-validators as infrastructure providers as opposed to financial 


